
 
August 22, 2011 
 
 
 
CIRCULAR LETTER 2011-12 
 
FRAUD NOTICE 
 
COUNTY ENGINEERS/SUPERINTENDENTS OF HIGHWAYS 
MUNICIPAL ENGINEERS/DIRECTORS OF PUBLIC WORKS/MAYORS 
CONSULTING ENGINEERS 
 
The Illinois Department of Transportation (IDOT) has recently become aware 
of a fraudulent letter that was sent to at least one local highway agency in Illinois.  
The letter (attached) requests that financial information be sent to the 
U.S. Department of Transportation (USDOT), appears on their stationery and is 
signed by a person claiming to be a Senior Procurement Officer.  The USDOT's 
Office of Inspector General (OIG) has identified such letters as part of a recurring 
identity theft scheme. 
 
As agencies partnering with IDOT, we want to alert you to this type of fraud.  Please 
use caution when providing your agency’s financial information and always verify 
the contact information (address, phone, fax, e-mail, etc.).  In most cases federal 
highway funds are not sent directly to a local agency, and USDOT would not 
request this financial information.  For federal projects on a state letting, IDOT will 
pay the contractor and request reimbursement of the local match from the local 
agency.  For federal projects on local lettings, IDOT will reimburse the local agency 
for the federal share.   
 
If you have received a fraudulent request for information, please contact  
the OIG Hotline at (800) 424–9071.  For more information, visit their website 
at http://www.oig.dot.gov/fraud-alert. 
 
Sincerely, 

 
Darrell W. Lewis, P. E. 
Acting Engineer of Local Roads and Streets 
 
Attachment 
 






